™' HUMBER

Using the

>

A Understanding the Phishing Alert Button

B

At Humber, whether you are using Outlook online with Office 365, or whether you are
still using the Outlook desktop app, it is easy and important, to flag any malicious emails
coming into your inbox.

Office 365

& outlook.office.com/mail/deeplink?version=2020051101.02&popoutv2="1&leanbootstrap=1 ® YOU W|” always .ﬁnd the

% Replyall | ~ T[] Delete  Junk Block PhiShlng Alert Button by
clicking on the ellipsis (3
dots) and then selecting

Microsoft Security Alert - Action Required

Some content in this message has been blocked because the sender isn't in your Safe senders list. - H
| trust content from noreply@sharepoint-shares.io. | Show blocked content PhlSh Alert In the drop_
@ Humber Notifications <noreply@sharepoint-shares.io> A < N d OW nm e n u.
7 9 >
Wed 2020-05-06 1:25 PM - g ’

To: Stephanie Maggs Reply

Caution: YOU Wl” I"ecelve a
As COVID-19 continues to spread globally, be aware of associated scams. Malicious actors want to pr Reply all CO nﬂ I"matl 0 n Wl n d OW to

uncertainties, and misinformation. This e-mail originated from outside the organization. Do not click lin
attachments unless you recognize the sender and know the content is safe. Please report suspicious « Forward

Centre for review. ] Verify that YOU Want tO flag
crnerresy actens it as malicious email.

Hello Stephanie Maggs, Delete

For security reasons, access to your 0365 account has been deactivated. Do not worry, youl ys.4 2c inread

affected at this time; however, due to COVID-19 slowing down the approval process you hav = T R Ny
log in and reactivate your account here. Flag L k Phish Alert A
Sincerely, Add to Safe senders
The I.T. Support Centre
Security options > 1 Knowbe4
Print Are you sure you want to report this as a
View phishing email?
il OneNote Subject: Microsoft Security Alert -
Action Required
ST ! From: Humber Notifications
Phish Alert
Phish Alert

B Get Add-ins

Advanced actions

Once you confirm, the email will be deleted from your inbox, and the ITS Server Admins
will be notified of the phishing attempt.

If you want, you can also block & Replvall | ~ Tl Delete Ju6k  Block
the sender by selecting the email ) Reply - O

and clicking Block from the
menu, or right-clicking on the email and select Block from the menu.



Outlook Desktop App

In the desktop app version, you can find the Phish Alert Button in the ribbon. If your
window is sized too small, look for the black arrow to access the hidden buttons. You
can access the PAB viewing the suspicious email in the viewer or if you open the email.

Microsoft Security Alert - Action Required - Inbox

Message @)
N = ™ BE :J
@ =5 FIXB @Vp@"%” =3~ & g8 | =
Delete Archive Reply Reply Forward @.ﬂ Move Junk Rules Move to Read/Unread Categorize Follow Send to Insi¢hts Phish Alert
All Other Up OneNote Report

Microsoft Security Alert - Action Required

Humber Notifications <noreply@sharepoint-shares.io> Wednesday, May 6, 2020 at 1:25 PM |

To: % Stephanie Maggs

1\ To protect your privacy, some pictures in this message were not downloaded. Download pictures | |

Caution:

As COVID-19 continues to spread globally, be aware of associated scams. Malicious actors want to profit from consumers' fears, uncertainties, and
misinformation. This e-mail originated from outside the organization. Do not click links, reply, or open attachments unless you recognize the sender and
know the content is safe. Please report suspicious emails to the I.T. Support Centre for review.

Hello Stephanie Maggs,

|
For security reasons, access to your 0365 account has been deactivated. Do not worry, your content has not been affected at this time; however, due to |
COVID-19 slowing down the approval process you have until May 16, 2020 to log in and reactivate your account here. |

Sincerely,
The L.T. Support Centre

Some versions of the desktop app will also have a PAB in the Bhich Alert
email itself, right about the body or the message. koo
& phish Alert « You will receive a confirmation window Caution:
to verify that you want to flag it as As COVID-19 conti
| Knowbed malicious email. and micinfarmatian
Are yQu sure _you want to report this as a
phishing email? You are the last line of defence in protecting Humber College
e e e, from malicious cyber-attacks
| From: Framper Notficatone
Phish Alert
Remember!

Stop, Look, and Think — Don’t be Fooled.

If you are not sure, you can contact the Support Centre at:
& 416.675.6622X8888
#® humber.ca/techtalk
[=] SupportCentre@humber.ca
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